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DETAILED ACTION 

Continued Examination 

1. In view of the Appeal Brief filed on August 22, 2008, PROSECUTION IS 
HEREBY REOPENED. Due to a missing rejection of claim 37, a new Non-Final 
rejection is set forth below. 

To avoid abandonment of the application, appellant must exercise one of the 
following two options: 

(1) file a reply under 37 CFR 1.111 (if this Office action is non-final) or a reply 
under 37 CFR 1.113 (if this Office action is final); or, 

(2) initiate a new appeal by filing a notice of appeal under 37 CFR 41 .31 followed 
by an appeal brief under 37 CFR 41.37. The previously paid notice of appeal fee and 
appeal brief fee can be applied to the new appeal. If, however, the appeal fees set forth 
in 37 CFR 41.20 have been increased since they were previously paid, then appellant 
must pay the difference between the increased fees and the amount previously paid. 

A Supervisory Patent Examiner (SPE) has approved of reopening prosecution by 
signing below: 

/Aung S. Moe/ 

Supervisory Patent Examiner, Art Unit 2474. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1, 3-6, 8-12, 14-17, 19-24, 26-29, and 31-37 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Ofek et al. (US 2004/0083284), hereinafter 
referred to as Ofek, in view of Liu et al. (US 7,197,660), hereinafter referred to as Liu. 

Regarding claims 1 , Ofek discloses discovering a topology object model of the 
routers (page 2 paragraph 0021; network topologies are determined and objects 
corresponding to elements in a domain are stored in a Topology Object Model); 
detecting a condition (page 2 paragraph 0021; a change in the status of an element 
is recorded in an associated entity object); and displaying an indication of the 
detected condition (page 2 paragraph 0021; information contained in the Topology 
Object Model is graphically displayed). 

Ofek fails to explicitly suggest detecting a condition of the at least one backup 
router group based on at least one threshold value. 

Liu teaches detecting a condition of the at least one backup router group based 
on at least one threshold value (a cluster of devices, i.e. figure 1 element 110, 
comprising a recovery system, i.e. figure 2, with a redundancy group, i.e. column 
4 lines 21-30, for detecting failure within the cluster according to a threshold 
parameter, i.e. column 5 lines 17-25). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate the recovery method taught by Liu into the system 
for providing data awareness disclosed by Ofek. The motivation for such a modification 
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is the ability to respond quickly to failures without compromising throughput and 
interrupting service. 

Regarding claim 3 , Liu discloses wherein the detecting is also based on a 
number of backup router groups to which one of the routers belongs (column 8 lines 
49-51; each device may act as a master in one redundancy group while 
simultaneously serving as a backup in another redundancy group). 

Regarding claim 4 , Ofek discloses at least one network router node (page 2 
paragraph 0021; topology of elements in a network); at least one network interface 
for each at least one network router node (page 2 paragraph 0023; physical 
representation such as a network interface card); at least one address for each at 
least one network interface (figure 4; element IP address). 

Liu teaches a state of each one of the at least one address that is internal to the 
backup router group (figure 5 elements 510-530; state information of redundancy 
group, i.e. master and backup devices); and any tracked interfaces associated with 
each one of the at least one address that is internal to the backup router (column 6 
lines 40-44; each device maintains an IP interface). 

Regarding claim 5 , Liu discloses a state of at least one of the at least one 
address that is external to the backup router group (column 5 lines 11-16; detecting 
failures such link connectivity due to cable or port failures). 

Regarding claim 6 . Liu discloses wherein the detecting is also based on a state 
of at least one of the at least one address that is external to the backup router group 
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(column 5 lines 11-16; detecting failures such link connectivity due to cable or 
port failures). 

Regarding claim 9 , Ofek discloses receiving status information from the routers 
(page 2 paragraph 0021; a change in the status of an element); and updating the 
topology object model to reflect the received status information (page 2 paragraph 
0021; the status is recorded in the Topology Object Model). 

Regarding claim 10 , Liu discloses wherein the status information includes states 
associated with interface addresses within the at least one backup router group 
(column 5 lines 17-25; detecting failures of devices within the group). 

Regarding claim 11 . Liu discloses wherein the status information includes status 
of tracked interfaces associated with routers organized in the at least one backup router 
group (column 5 lines 17-25; detecting failures of devices within the group). 

Regarding claim 12 , Ofek discloses means for discovering a topology object 
model of the routers (page 2 paragraph 0021; network topologies are determined 
and objects corresponding to elements in a domain are stored in a Topology 
Object Model); detecting a condition (page 2 paragraph 0021; a change in the status 
of an element is recorded in an associated entity object); and means for displaying 
an indication of the detected condition (page 2 paragraph 0021; information 
contained in the Topology Object Model is graphically displayed). 

Ofek fails to explicitly suggest means for detecting a condition of the at least one 
backup router group based on at least one threshold value. 
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Liu teaches means for detecting a condition of the at least one backup router 
group based on at least one threshold value (a cluster of devices, i.e. figure 1 
element 110, comprising a recovery system, i.e. figure 2, with a redundancy 
group, i.e. column 4 lines 21-30, for detecting failure within the cluster according 
to a threshold parameter, i.e. column 5 lines 17-25). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate the recovery method taught by Liu into the system 
for providing data awareness disclosed by Ofek. The motivation for such a modification 
is the ability to respond quickly to failures without compromising throughput and 
interrupting service. 

Regarding claim 14 , Liu discloses wherein the detecting is also based on a 
number of backup router groups to which one of the routers belongs (column 8 lines 
49-51; each device may act as a master in one redundancy group while 
simultaneously serving as a backup in another redundancy group). 

Regarding claim 15 , Ofek discloses at least one network router node (page 2 
paragraph 0021; topology of elements in a network); at least one network interface 
for each at least one network router node (page 2 paragraph 0023; physical 
representation such as a network interface card); at least one address for each at 
least one network interface (figure 4; element IP address). 

Liu teaches a state of each one of the at least one address that is internal to the 
backup router group (figure 5 elements 510-530; state information of redundancy 
group, i.e. master and backup devices); and any tracked interfaces associated with 
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each one of the at least one address that is internal to the backup router (column 6 
lines 40-44; each device maintains an IP interface). 

Regarding claim 16 , Liu discloses a state of at least one of the at least one 
address that is external to the backup router group (column 5 lines 11-16; detecting 
failures such link connectivity due to cable or port failures). 

Regarding claim 17 , Liu discloses wherein the detecting is also based on a 
state of at least one of the at least one address that is external to the backup router 
group (column 5 lines 11-16; detecting failures such link connectivity due to cable 
or port failures). 

Regarding claim 20 , Ofek discloses means receiving status information from the 
routers (page 2 paragraph 0021; a change in the status of an element); and 
updating the topology object model to reflect the received status information (page 2 
paragraph 0021; the status is recorded in the Topology Object Model). 

Regarding claim 21 , Liu discloses wherein the status information includes states 
associated with interface addresses within the at least one backup router group 
(column 5 lines 17-25; detecting failures of devices within the group). 

Regarding claim 22 , Liu discloses wherein the status information includes status 
of tracked interfaces associated with routers organized in the at least one backup router 
group (column 5 lines 17-25; detecting failures of devices within the group). 

Regarding claim 23 , Ofek discloses the means discovering also receives status 
information from the routers and updates the topology object model to reflect the 
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received status information (page 2 paragraph 0021; a change in the status of an 
element is recorded in the Topology Object Model). 

Regarding claim and 24 , Ofek discloses discovering a topology object model of 
the routers (page 2 paragraph 0021; network topologies are determined and 
objects corresponding to elements in a domain are stored in a Topology Object 
Model); detecting a condition (page 2 paragraph 0021; a change in the status of an 
element is recorded in an associated entity object); and displaying an indication of 
the detected condition (page 2 paragraph 0021; information contained in the 
Topology Object Model is graphically displayed). 

Ofek fails to explicitly suggest detecting a condition of the at least one backup 
router group based on at least one threshold value. 

Liu teaches detecting a condition of the at least one backup router group based 
on at least one threshold value (a cluster of devices, i.e. figure 1 element 110, 
comprising a recovery system, i.e. figure 2, with a redundancy group, i.e. column 
4 lines 21-30; for detecting failure within the cluster according to a threshold 
parameter, i.e. column 5 lines 17-25). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate the recovery method taught by Liu into the system 
for providing data awareness disclosed by Ofek. The motivation for such a modification 
is the ability to respond quickly to failures without compromising throughput and 
interrupting service. 
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Regarding claim 26 , Liu discloses wherein the detecting is also based on a 
number of backup router groups to which one of the routers belongs (column 8 lines 
49-51; each device may act as a master in one redundancy group while 
simultaneously serving as a backup in another redundancy group). 

Regarding claim 27 , Ofek discloses at least one network router node (page 2 
paragraph 0021; topology of elements in a network); at least one network interface 
for each at least one network router node (page 2 paragraph 0023; physical 
representation such as a network interface card); at least one address for each at 
least one network interface (figure 4; element IP address). 

Liu teaches a state of each one of the at least one address that is internal to the 
backup router group (figure 5 elements 510-530; state information of redundancy 
group, i.e. master and backup devices); and any tracked interfaces associated with 
each one of the at least one address that is internal to the backup router (column 6 
lines 40-44; each device maintains an IP interface). 

Regarding claim 28 , Liu discloses a state of at least one of the at least one 
address that is external to the backup router group (column 5 lines 11-16; detecting 
failures such link connectivity due to cable or port failures). 

Regarding claim 29 , Liu discloses wherein the detecting is also based on a 
state of at least one of the at least one address that is external to the backup router 
group (column 5 lines 11-16; detecting failures such link connectivity due to cable 
or port failures). 
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Regarding claim 32 , Ofek discloses receiving status information from the 
routers (page 2 paragraph 0021; a change in the status of an element); and 
updating the topology object model to reflect the received status information (page 2 
paragraph 0021; the status is recorded in the Topology Object Model). 

Regarding claim 33 , Liu discloses wherein the status information includes states 
associated with interface addresses within the at least one backup router group 
(column 5 lines 17-25; detecting failures of devices within the group). 

Regarding claim 34 , Liu discloses wherein the status information includes status 
of tracked interfaces associated with routers organized in the at least one backup router 
group (column 5 lines 17-25; detecting failures of devices within the group). 

Regarding claim 35 , Ofek discloses at least one network node object 
representing an element in the network (page 2 paragraph 0021; network topologies 
are determined and objects corresponding to elements in a domain are stored in 
a Topology Object Model); at least one network interface object for each at least one 
network node object, the at least one network interface object representing an interface 
of the network element corresponding to the each at least one network node object 
(page 2 paragraph 0023; the Topology Object Model include a physical element 
representation such as a network interface card); an address object for each at least 
one network interface object, representing an address of the corresponding interface 
(figure 4; the Topology Object Model include an elements IP address). 

Ofek fails to explicitly suggest a backup routing protocol group object 
representing network elements organized in a backup routing protocol group, the 
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backup routing protocol group object including a virtual address of the backup routing 
protocol group and real addresses of the network elements in the backup routing 
protocol group; and an address state object for each of the real addresses of the 
network elements in the backup routing protocol group, including a state of the 
corresponding address. 

Liu teaches a backup routing protocol group object representing network 
elements organized in a backup routing protocol group (a cluster of devices, i.e. 
figure 1 element 110, comprising a recovery system, i.e. figure 2, with a 
redundancy group, i.e. column 4 lines 21-30), the backup routing protocol group 
object including a virtual address of the backup routing protocol group and real 
addresses of the network elements in the backup routing protocol group (each device 
has its own IP and MAC address, i.e. column 10 lines 36-34); and an address state 
object for each of the real addresses of the network elements in the backup routing 
protocol group, including a state of the corresponding address (figure 5 elements 510- 
530; state information of redundancy group). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate the recovery method taught by Liu into the system 
for providing data awareness disclosed by Ofek. The motivation for such a modification 
is the ability to respond quickly to failures without compromising throughput and 
interrupting service. 

Regarding claim 36 , Liu discloses a track interface object corresponding to a 
tracked network interface of a first network element in the backup routing protocol group 
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wherein the tracked network interface is located between the first network element and 
a network element outside the backup routing protocol group (column 5 lines 11-16; 
detecting failures such link connectivity due to cable or port failures). 

Regarding claim 37 , Ofek discloses each network node object is related to one 
or more network interface objects (page 2 paragraph 0023; elements modeled 
include physical representation such as a network interface card); each network 
interface object is related to one or more address objects (figure 4; element IP 
address); and each address object is related to one or more network interface objects 
(figure 4; number of ports and node WWN). 

Liu teaches the backup routing protocol group is related to one or more network 
node objects (column 4 lines 21-30; a cluster of security devices comprising a 
recovery system with a redundancy group); the backup routing protocol group is 
related to one or more address objects (column 10 lines 36-34; each security device 
has its own IP and MAC address); each network node object is related to one or more 
backup routing protocol group objects (column 4 lines 33-36; each security device 
can be designated as a master device for one redundancy group and a backup 
device for a different redundancy group). 

3. Claims 2, 7, 13, 18, 25, and 30 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ofek et al. (US 2004/0083284), in view of Liu et al. (US 7,197,660), 
and further in view of Yip et al. (US 6,954,436), hereinafter referred to as Yip. 
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Regarding claim 2 , Ofek as modified by Liu disclose the limitations of the base 

claims. 

However, Ofek, Liu, and/or their combination fail to explicitly suggest wherein the 
at least one threshold value includes a minimum number of available routers in a 
backup router group. 

Yip teaches the at least one threshold value includes a minimum number of 
available routers in a backup router group (column 4 lines 30-40; ping tracking 
parameter representative of active routers). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate method of using tracking to select redundant routers 
taught by Yip into the system for providing data awareness disclosed by Ofek as 
modified by the recovery method suggested by Liu. The motivation for such a 
modification is avoiding erroneously selection of a router that cannot communicate. 

Regarding claim 7 , Ofek as modified by Liu disclose the limitations of the base 

claims. 

However, Ofek, Liu, and/or their combination fail to explicitly suggest wherein the 
condition is a minimum number of functional routers available in a corresponding 
backup router group. 

Yip teaches wherein the condition is a minimum number of functional routers 
available in a corresponding backup router group (column 4 lines 50-51; diagnostic 
parameter representative of the functionality of routers). 
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It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate method of using tracking to select redundant routers 
taught by Yip into the system for providing data awareness disclosed by Ofek as 
modified by the recovery method suggested by Liu. The motivation for such a 
modification is avoiding erroneously selection of a router that cannot communicate. 

Regarding claim 8 , Ofek as modified by Liu disclose the limitations of the base 

claims. 

However, Ofek, Liu, and/or their combination fail to explicitly suggest wherein the 
condition is a minimum of functional routers available only in a corresponding backup 
router group. 

Yip teaches wherein the condition is a minimum of functional routers available 
only in a corresponding backup router group (column 4 lines 50-51; diagnostic 
parameter representative of the functionality of routers). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate method of using tracking to select redundant routers 
taught by Yip into the system for providing data awareness disclosed by Ofek as 
modified by the recovery method suggested by Liu. The motivation for such a 
modification is avoiding erroneously selection of a router that cannot communicate. 

Regarding claim 13 , Ofek as modified by Liu disclose the limitations of the base 

claims. 
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However, Ofek, Liu, and/or their combination fail to explicitly suggest wherein the 
at least one threshold value includes a minimum number of available routers in a 
backup router group. 

Yip teaches wherein the at least one threshold value includes a minimum number 
of available routers in a backup router group (column 4 lines 30-40; ping tracking 
parameter representative of active routers). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate method of using tracking to select redundant routers 
taught by Yip into the system for providing data awareness disclosed by Ofek as 
modified by the recovery method suggested by Liu. The motivation for such a 
modification is avoiding erroneously selection of a router that cannot communicate. 

Regarding claim 18 . Ofek as modified by Liu disclose the limitations of the base 

claims. 

However, Ofek, Liu, and/or their combination fail to explicitly suggest wherein the 
condition is a minimum number of functional routers available in a corresponding 
backup router group. 

Yip teaches a method for using a standby router protocol to determine the 
routers position as master or slave according to parameters such as a metric of the 
state of the functionality of the router (column 4 lines 50-51; diagnostic parameter 
representative of the functionality of routers). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate method of using tracking to select redundant routers 
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taught by Yip into the system for providing data awareness disclosed by Ofek as 
modified by the recovery method suggested by Liu. The motivation for such a 
modification is avoiding erroneously selection of a router that cannot communicate. 

Regarding claim 19 , Ofek as modified by Liu disclose the limitations of the base 

claims. 

Yip teaches a method for using a standby router protocol to determine the 
routers position as master or slave according to parameters such as a metric of the 
state of the functionality of the router (column 4 lines 50-51; diagnostic parameter 
representative of the functionality of routers). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate method of using tracking to select redundant routers 
taught by Yip into the system for providing data awareness disclosed by Ofek as 
modified by the recovery method suggested by Liu. The motivation for such a 
modification is avoiding erroneously selection of a router that cannot communicate. 

Regarding claim 25 , Ofek as modified by Liu disclose the limitations of the base 

claims. 

However, Ofek, Liu, and/or their combination fail to explicitly suggest wherein the 
at least one threshold value includes a minimum number of available routers in a 
backup router group. 

Yip teaches a method for using a standby router protocol to determine the 
routers position as master or slave according to parameters such as a metric of active 
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routers (column 4 lines 30-40; ping tracking parameter representative of active 
routers). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate method of using tracking to select redundant routers 
taught by Yip into the system for providing data awareness disclosed by Ofek as 
modified by the recovery method suggested by Liu. The motivation for such a 
modification is avoiding erroneously selection of a router that cannot communicate. 

Regarding claim 30 , Ofek as modified by Liu disclose the limitations of the base 

claims. 

However, Ofek, Liu, and/or their combination fail to explicitly suggest wherein the 
condition is a minimum number of functional routers available in a corresponding 
backup router group. 

Yip teaches a method for using a standby router protocol to determine the 
routers position as master or slave according to parameters such as a metric of the 
state of the functionality of the router (column 4 lines 50-51; diagnostic parameter 
representative of the functionality of routers). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate method of using tracking to select redundant routers 
taught by Yip into the system for providing data awareness disclosed by Ofek as 
modified by the recovery method suggested by Liu. The motivation for such a 
modification is avoiding erroneously selection of a router that cannot communicate. 
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Regarding claim 31 , Ofek as modified by Liu disclose the limitations of the base 

claims. 

Yip teaches a method for using a standby router protocol to determine the 
routers position as master or slave according to parameters such as a metric of the 
state of the functionality of the router (column 4 lines 50-51; diagnostic parameter 
representative of the functionality of routers). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate method of using tracking to select redundant routers 
taught by Yip into the system for providing data awareness disclosed by Ofek as 
modified by the recovery method suggested by Liu. The motivation for such a 
modification is avoiding erroneously selection of a router that cannot communicate. 

Conclusion 

4. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to FEBEN HAILE whose telephone number is (571)272- 
3072. The examiner can normally be reached on 10:00 am-6:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Aung Moe can be reached on (571)272-7314. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/AungS. Moe/ /FEBEN HAILE/ 

Supervisory Patent Examiner, Art Unit 2474 Examiner, Art Unit 2474 



